@ NETCLARITY

PREEMPTIVE: NETWORK ASSET CVE® AubITING

Audit your network before a hacker does. Generate

your own IT Gap Analysis and Regulatory Compliance

reports — for finance, healthcare, and commercial
retail. Show due care and due diligence.

Trrrwrn o |

_:_':lrrrr I o i el i

Ry

mamm
ol ‘
T r == ™

sams
L=
Pty

PROACTIVE: REMEDIATION

Point-and-click remediation and differential reporting.
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PROTECTION: VULNERABILITY QUARANTINE SYSTEM

Automatically quarantine systems—without ever

having to install and manage a client or agent on each:

B Malicious insiders

B Weak or untrusted assets

B Rogue wireless devices

B Dirty laptops

A one-of-a-kind patented solution, VQS™ uses your

existing firewalls and smart switches to create a safer
network. Buys you critical remediation time.

Includes built-in cell phone and pager (SMS) alerting.

Toll Free: 877-677-3328

(" Auditor XL

INTRODUCING Auditor™ XL VERSION 4.0:

B Security network auditing appliance.

B Certified to find Common Vulnerabilities and Exposures
(CVEs®) — the root cause of network downtime. All
hackers, worms, and viruses use CVEs® to break into your
network, behind your firewall.

B Cost effective self assessment for regulatory IT gap
analysis reporting for VISA/MasterCard PCI, GLBA, HIPAA,
CFR21-FDA-11, SOX-404, EO13231, and DoD CVE
compliance auditing.

B New VISA/MasterCard PCI and 1ISO17799 compliant
corporate security policy builders.

B Now includes patent pending clientless Vulnerability
Quarantine System (VQS™).

B Enhances your existing network security — making your
firewalls and smart switches do a better job.

B Built-in automation and alerting around threats and
weaknesses of your network assets — beyond what an
IDS or IPS can do for you.

VQS BLOCKS PORTS & PROBLEMS, NOT PEOPLE & PRODUCTIVITY.
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Auditor™ APPLIANCE SOFTWARE:

CVE® compatible auditing system audits your entire
network from behind your firewall.

Certified by MITRE, the organization funded by the
Department of Homeland Security to standardize the
known weaknesses — Common Vulnerabilities and
Exposures (CVEs®) — that hackers, viruses, and
worms take advantage of.

Tests your entire network from top to bottom, finding all
network assets.

Built-in audit wizard helps set up audits — from simple
audit to complex — in a matter of minutes.

Flags Wireless systems automatically so you can
identify rogue wireless devices.

Includes powerful PDF® reporting engine.
Built-in links to remediation with the click of a button.

Built-in asset tracker/inventory alerting system tracks
your network assets, contacting you about systems
offline/missing, vulnerable, quarantined.

Built-in cell phone and pager (SMS) alerting.

The Clientless Vulnerability Quarantine System
(VQS™) engine works with most major firewalls, VPNs,
IPS, and smart switches, including:

M Cisco PIX Firewalls

M Cisco Catalyst Smart Switches

M Check Point Firewalls

B CyberGuard SG Series

B CyberGuard Classic Series

B Juniper Networks NetScreen Firewall/VPN
B SecureComputing SideWinder G2

If you have another firewall, VPN, IPS or smart switch
that you would like to see integrated with our VQS™,
please send an e-mail to support@netclarity.net.

VQS BLOCKS PORTS & PROBLEMS,
NOT PEOPLE & PRODUCTIVITY.
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Toll Free: 877-677-3328

Auditor™ XL APPLIANCE HARDWARE:

800 MHz processor.

20 GB of built-in high speed HD storage.

256 MB of high speed memory.

Keyboard, video, mouse, and serial ports for initial setup.
10/100 Gb Ethernet controllers (NICs).

Branch office and small subnets from 10 to 128 IPs.

Dimensions: 1.18"H x 8.27"W x 5.23"D.

Weight:

(30 mm x 210 mm x 150.6mm)
3 Ibs. (1.3 kg)

NOT a critical inline device — you can install it virtually
anywhere you like on your network.

Turnkey, rapid results:

Plug it in, turn it on.

Connect to it using a standard web browser/HTTPS (SSL).
Log in, find your network assets.

Schedule your audits.

Set up vulnerability quarantine system.

Up and running, productive within half an hour.

How To ORDER:

Visit our website or call us for a direct quote
Order direct or through your nearest reseller
Toll Free: 877-677-3328

Email: sales@netclarity.net
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