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PREEMPTIVE, PROACTIVE PROTECTION

Your Problem: Unprotected Branch Offices

And you may be out of compliance with government
regulations.

Your network assets are more vulnerable to attacks
from hackers, viruses, worms and spyware than ever
before. Your anti-virus software, firewall/VPN, intrusion
detection and prevention systems are not fully
protecting your network. And none of these tools can
fully defend against malicious insiders, dirty lapto ps and
rogue wireless devices.

Symptoms of the problem:

fi Financial losses from security intrusions are estimated
at $15 Billion, according to CERT.

fi From 2000 £ 2006, reported security breaches as a
result of vulnerabilities increased tenfold.*

fi 95% o all security breaches result from known
vulnerabilities and misconfigurations.*

fi Corporate networks are dynamic, mobile and wireless,
dramatically increasing risk.

*Source: 2006 Ecrime Survey, CSO Magazine and CERT.
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Harden Your Network

Reduce Downtime
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Document Compliance

Our Solution: Self-Defending Branches

It is achievable today. And it[S simple with NetClarity.
Auditor Branch is a secure, turnkey, plug-and-play
appliance. It provides vulnerability management,
regulatory compliance, and built-in network admission
control (NAC.)

Auditor Branch complements all of your existing
network defender systems £ firewalls, VPNs,
SmartSwitches, anti-virus, anti-spam, anti-spyware
gateways, IDS and IPS.

With NetClarity[s Auditor you gain:

OPREEMPTIVE network asset auditing. Audit your
network before a hacker does. Generate your own IT
and regulatory reports, tailored to industry and
international standards.

OPROACTIVE remediation and workflow

OPROTECTION from malicious insiders, untrusted
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[Beginning from the superb
documentation and ending with
the high value for the money,

this product shines.j
... SC Magazine

Part Number: NC-AUD-BRN-DS-NTCLR-122706



www.netclarity.net
sales@netclarity.net

Secure, Turnkey, Plug-and-Play Micro-Appliance

With our uniquely easy-to-use solution, you will be up and running in five minutes.
Within your first hour, you will be productive ... performing network audits,
self-assessments and generating reports automatically ... saving you tens of
thousands of dollars in consulting fees, time and energy.

fi Plug it in, turn it on.

fi Connect it securely with a standard web browser, using HTTPS (SSL.)

fi Log in, find your network assets.

fi Schedule your audits.

fi Set up the workflow and start using the vulnerability quarantine systems.

Key Features
Vulnerability Management Automation
fi Identify, track and log network assets.

fi Finds and reports on thousands of possible weaknesses (CVESs) through a
non-invasive audit.

fi Quarantine dirty, weak or untrusted systems.

fi Clean up and harden trusted network assets.

IT Compliance Automation

fi Generate regulatory compliance gap analysis and differential compliance reports.

fi Selfassessment, auditing and policy builder tools for Visa/MasterCard PCI, GL BA,
HIPAA, CFR21-FDA-11, SOX-404, EO13231, government and international
(1ISO27001/17799) compliance.
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Auditor Branch Appliance Specifications
fi1l.5 GHz VIA C7 Eden processor (or higher)

fi 40 GB of built-in high-speed HD storage (or higher)
fi 1 GB of high-speed memory (or more)

fi Builtin keyboard, video, mouse and serial ports for
initial setup

fiOne internal 10/100 Ethernet controller (NIC)

fi Dimensions: 8.6° x 8.6° x 2.4° (225 x 225 x 63mm)
fi Size of a paperback book

fi Audits small to medium size networks and subnets

IP Addresses Supported

Auditor Enterprise 5000 1024 to unlimited
Auditor Enterprise 1000 up to 1024
Auditor Enterprise 500 upto 512
Auditor Enterprise 250 upto 256
Auditor Enterprise 150 upto 128
Auditor Branch 100 upto 64
Auditor Branch 50 upto 32

System Requirements

Works with any web browser running HTTPS (SSL)
including Opera, Internet Explorer, Netscape and
Firefox.

Can be easily managed through the Auditor Enterprise
Command Center dashboard.

Benefits

With Auditor Branch, you will be able to quickly and
easily find all of your Common Vulnerabilities and
Exposures (CVESs) ... the root cause of network
downtime. All hackers, worms, viruses and spyware use
CVEs to break into you network, behind your fir ewall.

fi Protects your assets.
fi Defends your network
fi Simplifies regulatory compliance.

Our Branch Auditor solution will help you proactively
focus on the root causes, rather than reactively on the
symptoms.

This means you will be able to perform more intelligent
system and security upgrades, tuning and hardening
your entire branch network against exploiters, malicious
insiders and zero-day attackers while improving your
business productivity.

Built-in patented clientless Network Admission Control
(NAC) system is a ZeroFootprint solution ... no agents
or clients need be installed.

The NAC works with most existing firewalls and
smartswitches to block problems at ports, not people
and productivity.

Available now:
call 781-276-4555

or e-mail sales@netclarity.net
www.netclarity.net
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