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PREEMPTIVE, PROACTIVE PROTECTION

DNA Enterprisefi

"DNA Enterprise provides the real-time network awareness and corrective measures we need
to be one step ahead of the threat at our headquarters and in the datacenter.” Banking CIO

The Solution- DNA Enterprise Appliance
What is Dynamic Network Awareness
(DNA)? DNA is a turnkey security appliance
loaded with a robust suite of sophisticated,
proprietary software solutions that enables

The Problem with Network Security Today
The four key pillars of network security:
Anti-virus, Firewall/VPN, Intrusion Detection
Systems (IDS) and Intrusion Prevention Systems
(IPS) do not protect your network assets from

hackers

untruste
devices.

, Viruses, worms and spyware. Nor do they

help you comply with government regulations. In
addition, none of these solutions can properly alert,
block and remediate against dirty laptops,

d and malicious insiders or rogue wireless

DOWNTIME

From 2000 to 2005, reported vulnerabilities increased
over 90%

From 2000 to 2005, reported security breaches as a
result of vulnerabilities increased 10x (tenfold).

95% of all security breaches result from known
vulnerabilities and misconfigurations (Source: 2005
Ecrime Survey, CSO Magazine and CERT)

DILIGENCE IS VERY COSTLY

CERT calculates the financial damage from these
security intrusions worldwide at around $15 billion
annually. Of the 90 percent of CSI/FBI survey
respondents detecting computer sec urity breaches
within the last year, 80 percent acknowledged
financial losses.

"NetClarity picks up where
firewall, anti-virus, intrusion
detection and intrusion
prevention leave off."

- John Gallant, President, NetworkWorld - May, 2006

you to secure, manage, and control the
information on your network and systems
environment effectively.

With a DNA appliance, administrators can
monitor their, network for security breeches
and network integrity, problems, analyze

In summary: event data in real time, quickly review
important event data archive files and
1. INTERNAL VULNERABILITIES CAUSE generate event reports.

Whether you are managing a large, complex
network, or multiple systems on a LAN/WAN
or SOHO environment, NetClarity products
can provide you with unparalleled solutions
to protect the integrity of your information and
systems.

2. gs&:aréALEoglfgl\z’viﬁg\?vﬁ‘??igggv DNA will proactively detect and alert using
CREATINé MORE RISK ' advanced tracking technology. It helps you
. - block and mitigate attacks in real-time with
According to Forrester Research, 35 million remote DO
users this year (2005) and 14 billion devices on the d'scr'm'nf’it'on between usage errors and
Internet by 2010. The need to quarantine high risk, unauthorized access.
vulnerable systems or untrusted malicious insiders in
complicated ”‘.’”'hom.ogec?o“s ”9“"|’|°'ki”9 It provides an early warning system for
t t . . . 4
environments Is growing dramaticaly enterprise-wide event correlation coupled
3. LACK OF DUE CARE AND DUE with intrusion detection and intrusion

prevention measures.

All of these features are built-into one
network-based intrusion prevention appliance
(NIPS).

By deploying DNA Appliances and Protection
for Windows, our Host-based Intrusion
Prevention System (HIPS), along with our
award-winning Auditor vulnerability
management appliances, you'll always be
one step ahead of threats in a more
preemptive, proactive way.
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