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Introduction

Can we find an ROl in Network
Security?

The ROI Formula

Know this formula and you’re on the
right track.

The Risk Formula

Incorporating risk into the equation will
help you create a Network Security ROI
formula.

Real-World Scenario

Let's see these formulas in action and
prove there is an ROI to Network
Security.




INTRODUCTION

There's a very strong argument
that Network Security costs boat
loads of money and provides no
return on investment. Your CFO
might be convinced that the IT
equipment purchases as well as
IT staff time spent configuring
and managing your entire
network is just another hefty cost
of doing business. When it
comes to network security in
particular, the CFO is probably
even more certain that it's a big
expense with no return. It's
probably looked at as some kind
of costly insurance policy to help
show that you both are taking
necessary measures to protect
your business.

The argument might be "when did
an alarm system or the lock on
the front door return money back
to us?" These are physical
security measures that everyone
has to take in due care to keep
intruders out or help keep honest
people honest. Ok, so you could
claim it returned a little bit back to
you, because you received a
discount on your insurance policy
for proactively taking these
simple precautions to keep out
the intruders. But is there an ROI
to spending thousands on
insurance and saving only a few
hundred bucks for having bolted
your doors and alarmed your
windows?

Knowing that organizations spent
over $10B USD worldwide on
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Network Security equipment over the
last few years, this argument that there
is no ROI - it's just a cost of doing
business starts to sound like it has
merit. In fact, even after spending all
this money, so many organizations
experienced expensive downtime - due
to hackers, viruses, worms, spyware,
spam and malicious insiders. So,
where's the ROI in Network Security?

THE ROl FORMULA

In mathematical terms, the arithmetic
return of ROI is defined as the following:

V-V,
RO yritn = A T 1

This return has the following
characteristics:

ROI sritn = +100% when the

final value is twice the initial value
ROl sith > 0 when the investment
is profitable

ROl ith < 0 when the investment
is at a loss

RO i = —100% when

investment can no longer be
recovered

Interestingly, to compensate for a
negative ROI, one needs a positive ROI
that is higher in magnitude. For
example, to recoup a 50% loss one
needs to realize a 100% gain (source:
Wikipedia.org).

A simpler formula for ROI that takes into
account annual returns is as follows
(source: NucleusResearch.com):




ROI = ((net year 1 + net year 2 +
net year 3) / 3 / initial cost) X
100%

So, typically, ROI is looked at by
the monies generated as net
income. If you spend money on
equipment, usually there's a total
cost of ownership (TCO)
attributed but not an ROI, or
better yet, the ROl is below
100%, so it's a loss not a profit.
As a result, this kind of
equipment can get written off
over time as a capital expenditure
- in other words a ‘cost center.’

Here's an example using the
simple formula around hiring a
sales person who goes out in the
field and generates a net income
for his company. Let's say the
TCO for this employee is $100k
per year (salary, bonus,
overhead), he brings in a net of
$100k, $150k and $200k in
revenues over a 3 year period):

ROI = (($100k + $150k +
$200k)/3/$100k) x100% soO...

ROI = (($450k)/3/$100k) x100%,
which equals 150% - that makes
sense, you spent 300k but it
returned you 450k so the ROl is
150% which is good. If the ROI
is below 100% then you are
losing money. Makes sense,
right?

Now that we've completed the
ROI crash course, I'm going to
turn the tables and show you that
there is indeed a POSITIVE ROI
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to Network Security. Before you can
measure it to prove it to your CEO, CFO
or the Board, first you need to have my
crash course on risk assessment and
then we'll tie it all together.

THE RISK FORMULA

My crash course on risk assessment is
easy:

R=TxVxA

That is, (R)isk is equal to the number of
(Threats against your organization,
multiplied by the number of
(V)ulnerabilities you have and then by
the number of assets.

Threats, Vulnerabilities and Assets are

all weighted by how serious the threat,
vulnerability and how valuable the asset.

REAL-WORLD SCENARIO

Here is a for instance: What is the risk
that your salesperson will not meet his
quota of $100k in year one, $150K in
year two and $200k in year three from
the example above if at the end of every
quarter, the mail server goes offline, the
network fax server won't send out
guotes and invoices or accept inbound
purchase orders because these servers
were operating in a Risky environment
that was constantly hammered by
hackers, viruses and worms (Threats)
which were easily exploiting the
weaknesses in your network
(Vulnerabilities) and taking these
servers offline (Assets). At that moment




in time, productivity dropped,
revenues couldn't be booked and
the ROI for sales fell below
100%.

So what do you do to get this
sales person's ROI over the
100% mark, you implement
strong Network Security by
creating policies about who can
come and go in your network and
what kind of traffic can flow to
and from these critical assets. In
addition, you deployed apparently
costly network security
equipment like firewalls, vpns, ids
systems, anti-virus, anti-spam
and anti-spyware. You began to
more frequently self-audit your
own Risk profile until you reduced
your level of Risk to an
acceptable level - no more mail
and fax server downtime.

Now, let's say you had 100 sales
people bringing in 150% and the
TCO of Network Security is now
factored into this equation:

ROI = ((net year 1 + net year 2 +
net year 3) / 3/ initial cost) X
100%

ROI = (($10M + $15M +
$20M)/3/[$10M TCO Sales team
+ $2M TCO CIO's Team and all
Network Security expenditures])
x100% so...

ROI = you spent 12M but it

returned you 15M so the ROl is
150% which is good.
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Let's take away Network Security and
now factor in downtime, lost productity,
unhappy customers and lost revenues:

ROI = (($10M + $9M + $8M)/3/$10M
TCO Sales team only) x100% so...in
this case your ROl is 90%. You spent
only $10M, shaving $2M by not having
the CIO, IT Staff and Network Security
expenses, but your risk was high and
the experience of downtime cost you
important revenues. As a result you
earned $9M and spent $10M on
average. What does that do to your
business? It puts you out of business.

There is absolutely an ROI for good
Network Security.

What is the end result of your actions?

Ultimately, by investing up front in best
practices and the necessary tools for
good Network Security, you were able to
ensure higher revenues and profitability.
Doing it right means more uptime, more
productivity and smoother sailing
through each quarter.
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